
BROADBAND FOR CRITICAL COMMUNICATIONS 

Adrian Grilli 
 

Technical Adviser 

European Utility Telecom Council 

Brussels 

ñBroadband for 

critical communications 

in the utility sectorò 



BROADBAND FOR CRITICAL COMMUNICATIONS 

Presentation 

ÅEmergency voice comms 

ÅRoutine operational data comms 

ÅPerceived role of critical broadband 
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Total Shutdown 

ï how quickly can it happen?  

4 November 2006: European Black Out ï following a minor 

failure in Germany, the networks across 8 European countries 

collapsed for up to 3 hours. 

28 September 2003:  Italian Black Out ï the Italian 

network collapsed nationally for more than 18 hours. 

Incident triggered by loss of a single transmission line. 

Failure to respond correctly caused total blackout in 

2 minutes 30 seconds. 

14 August 2003: North American Black Out ï following a 

four hour period of transmission and generation 

disturbances, the major disconnections of circa 50 million 

customers occurred between 16:10:00 and 16:10:38 

38 seconds! 

Final disconnection occurred at: 16:11:57 2 minutes later! 
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Sunday 28 September 2003 
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North America  ï  14 August 2003   

Area of 

 blackout 
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The Impact ï New York 

ï3 reported deaths 

ï3000 fires from use of candles 

ï80,000 calls to 911 (double usual) 

ï300 arrested for looting 

ïShut down of cellular coverage 

ï400 flights cancelled 

ïCost estimated at over £5bn to North East USA 
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Role of Electricity in 

critical national infrastructure 
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England & 

Wales zonal 

groups, each 

including 

several Local 

Joint 

Restoration 

Plans (LJRPs) 

Northern 

Midlands 

North Wales/Mersey 

South West 

South East 

Similar 

arrangements 

in Scotland 
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Private Mobile Radio & 

Microwave 
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Supervisory Control And Data Acquisition  

(SCADA) 
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Switch 237542: Whatôs your voltage? 

Switch 237542: Whatôs your current? 

Switch 237542: OPEN 

Supervisory Control And Data 

Acquisition (SCADA) 


